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Programme Educational Objectives(PEOs) DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING @fﬂ]{i g

PEQ1 (Core Competency): Graduates will acquire a strong foundation in mathematical, scientific and engineering g B bt KSR IET
fundamentals necessary to formulate, solve and analyze Computer Science and F AT o - il L
Engineering problems.

Whers e Leghea.

PEO2 (Professionalism):  Graduates will practice the profession with ethics, integrity and leadership to relate
engineering to global perspective issues and social context, Jetrt = 2006 = Voluwe ITT 7 Tisue TT
PEO3 (Higher Studies Graduales will be prepared lor their careers in the sollware indusiry or in higher siudies CHIEF PATRON Ethical Svstem
and Entrepreneurship): leading to research and for applying the spirit of innovation and entrepreneurship in their : ' : b
) career and continuing to develop their professional knowledge on a life long basis. I.II]I'I HF-K-S-REHEESE"W* MJF Hqcklng Ha rden'“g
Founder & Ghairman, KSRE|
Programme Qutcomes(POs) PATRON Code War

PO1: Engineering knowledge: Ability to apply the knowledge of mathematics, physical sciences and computer science Mr.[ Srinivasan, Review Dlﬂllng

and engineering specialization to the solution of complex engineering problems. Vice Chairman. KSRE QUiI StLIdEI'It

PO2: Problem analysis: Ability to identify, formulate and analyze complex real life problems in order to provide ADVISORS Time Article

meaningful solutions by applying knowledge acquired in computer science and engineering.

Or.M.Venkatesan,Principal

PO3: Design/development of solutions: Ability to design cost effective software / hardware solutions to meet desired

needs of customers/clients. Or.B Kalaavathi.Prof. § Head/LSE
PO4: Conduct investigations of complex problems: Use research-based knowledge and research methods including EDITORS

design of experiments, analysis and interpretation of data, and synthesis of the information to provide valid conclusions in

the field of computer science and engineering. M.Jawahar AR/CSE
POS5: Modern tool usage: Create, select and apply appropriate techniques, resources and modern computer science and ' “.Eﬂpiﬂﬂth AB/LSE
engineering tools including prediction and modeling to complex engineering activities with an understanding of the SSH':”'!"H IV / GSE
limitations. i T.LH")_‘EI’I}'H IV / CSE
PO6: The engineer and society: Apply reasoning informed by the contextual knowledge to assess societal, health, safety, Qo F W / CSE
legal and cultural issues and the consequent responsibilities relevant to the professional engineering practice. i ['EW.EEI'I

PO7: Environment and sustainability: Understand the iapact of the professional engineering solutions in societal and D.Sharmila 11 / CSE
environmental contexts, and demonstrate the knowledge of, and need for sustainable development. V.Rama Il /CSE

PO8: Ethics: Apply ethical principles and commit to professional ethics and responsibilities and norms of the engineering C. AswinSankar 11 7 CSE
practice.

PO9: Individual and team work: Function effectively as an individual, and as a member or leader in diverse teams, and

K S R Institute for Engineering and Technology

in multidisciplinary settings.

L : : . e _ : Vision
Pl.Jlﬂl. C‘ﬂmmumutmn. CnmmmJLlcate effectively on complex engfneenng f‘mtw:tms with the emfgmeermg cnmn:.mnlty and T bt Ea bl Feoh e T (i e H i Pl e ail. Eerspranaaiahin,
with society at large, such as, being able to comprehend and write effective reports and design decumentation, make Missioi
effective presentations, and give and recsive clear nstructions. IM1: Accomplish quality education through improved teaching learning process.
POL1: Project management and finance: Demonstrate knowledge and understanding of the engineering and IM2: Enrich technical skills with state of the art laboratories and facilities.
management principles and apply these to one’s own work, as a member and leader in a team, to manage projects and in IM3: Enhance research and entrepreneurship activities to meet the industrial and socictal needs
multidisciplinary environments.
PO12: Life-long learning: Recognize the need for, and have the preparation and ability to engage in independent and Department of Computer Science and Engineering
life-long learning in the broadest context of technological change. Vision

To produce globally competitive Computer Science Engineers and Entrepreneurs with moral values.
Programme Specific Outcomes (PSOs) Mission
DMI1 (Quality Education) :Provide quality education to enhance problem solving skills, leadership

PSOI1: Software System Design and Development: The ability to apply software development life cycle principles to
design and develop the application software that meet the automation needs of society and industry. DM2 (State of art Laboratory)
PS502: Computing and Research ahility: The ability to employ modern computer languages, environments and platforms
in ereating nnovative career paths in SMAC (Social, Mobile, Analvtics and Cloud) technologies.

qualities, team spirit and ethical responsibilities.
:Enable the students to adapt to the rapidly changing technologies by
providing advanced laboratories and facilities,
DM3 (Research and Development) : promote research based activities in the emerging areas of
techno-environment in order to meet industrial and societal needs.
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Ethical Hacking

Introduction to Ethical Hacking

Ethical hacking and ethical hacker are terms used to describe hacking performed by a company or individual to
help idently polental threals on g compuler or network. An ethical hacker allempls 10 bypass sysiem securly and
scarch for any weak points that could be cxploited by malicious hackers. This information is then used by the
organtzation 1o improve the sysiem securily, (o mimimize or elimimalte any potential atlacks.

YWhat constitutes ethical hacking?
For hacking to be deemed ethical, the hacker must obey the following rules:

[ Expressed {often wntten) permission to probe the network and attempt to idenofy potential secunty nsks.
E You respect the individual's or company's privacy.
K You close out vour work, not leaving anvthing open for vou or someone ¢lse to exploit at a larer ime,

The termn "ethical hacker” hias recelved criticisin at tmes [rom
people who say that there 1s i such tnnyg as an "ethical” hacker.

Become a Professional

IHacking is hacking, no matter how you look at it and those wha do the
hacking are comunonly referred (o as computer criminals or cyber
crimminals. However, the work (hat ethical hackers do [or
organizations has helped improve system security and can be said to
be quite ellective and successlul. Individuals mierested in becoming
an ethical hacker  can work towards a certilicalion Lo become a
Certified Uthical [acker or CLHIL This certification is provided by the
[uternadonal Council ol EC-Council (E-Commerce Consultants).

S.Lingaraf, IV /CSE

Application of Ethical Hacking
Network Testing

A network performance test primarily tests the uplink and downlink speed of a
network, 1 delines how quick and  responsive a network 15w wser/dala
communication. It s done by uploading and downloading a data object from the

network and measuring both upload and download speeds. throughput. successful
messaee delivery rale and more,

Cracking rechniques on networks include creating worms, initiating a denial of
service (DoS) attacks, and establishing unauthonzed remote access connections to a ﬁ ‘
device. Protecting a network and the computers attached to it from makware. phishing,
Trojans, and unauthorized aceess is a full-time job and vitally important. Hacking on
computer networks 15 often done through senipts and other network software. These
specially-designed software programs generally manipulate data passing through a
nctwork conncetion in ways designcd to obtain more information about how the target
system works.

& Navaneethan, IV, CSE
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E an Cumrently, encryplivom is the maost practeal and casy way 1o protect eleetromically siored, processed or Fi
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:‘ 2 transmitted data.
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Try this!

®> Use exactly four 4's to form every integer from 0 to 50, using only the operators +, -, X, /, () (brackets), .
(decimal point), x2 (square), square root and ! (factorial).

Example: 0 — 44-44

@) Using the numerals 1,7,7,7 and 7 (a "1" and four "7"s) create the number 100,
Ax well ay the five numerals you can use the usual mathematical operations +, —, %, = and brackets ().

3 3

For example: (7+1) = (7+7) = 112 would be a good attempt, but not right, because it 1s not 100.

o) 7 | This 1s a Magic Square. This means that the numbers add up to the same total in every direction,
14 |37 Every row, column and diagonal should add up to 111, But there are some numbers missing!

Fill in the missing numbers. They are all different.

D.Sharmila, IIT 7 CSE

o The very wornd coyplosraphy has Creek orging, “Keyptos™ means bdden and “Ciraphem™ — word s
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How Does Bugs Affect Softwares?

Nost bugs arise [rom mistakes and errors made n either a program s source code or 118 design, or i components and operating
svstems used by such programs. A few are caused by commilers producing meorrect code. A program that contains a large number
of bugs, and/or buas that scriously interfere with itz fanctionality, is said to be bupgy (defective), Bugs can trigaer ¢rrors that may
have ripple ellects. Buzs may have subile ellects or cause the program o crash or [reeze (he computer. Other bugs qualily as
secunty bugs and might, for example. enable a malicious user to bypass access controls n order to obtain unauthonzed privileges.

Impact and Severity
This impact may he data loss, financial, loss of goodwill and wasted efforn
Severiry levels are not standardized  Impacts differ acrass industry. A crash in a video
game hag a tolally dillerent mmpact than a crash m a web browser, or real ume

LLINE L]
k)

worlkaround” {meaning there 1s no wav the customer can accomplish a given task),
"has workaround” (meaning the vser can sill accomplish the tagk), "visual delzc1”
(for example, a missing image or displaced button or form  element), or
"documentation grror”, Some software publishers use more gqualified severities such
as "ctitical”.

monitoring system. For example, bug seventy levels might be "crash or hang”, "no

G fanani, HH / CSE

Code Review

Code review (sometimes referred to as peer review) 15 a software quality
assurance activity in which one or several humans check a program mainly by
viewing and reading parts of 115 source code. and they do se alicr HOW TO WRITE A BETTER CODE

mplementation or asg an mterruption of implementation. At least one of the = TNl
b b ! : " USING PEER CODE REVIEW

humans must not be the code's author, The humans performing the checking,
cacluding the author, are called "revicwers”

Source code, please? Don't hand hackers your vulnerabilities on a
silver platter

I code review process the source code plays an unportant roles. Source code analysis Lools lests code al 1ls raw slale to validate
proper business logie, luncuonality and code security best and conunon pracuces. While hackers use a variely ol waols and 1echniques
to infiltrate and recognize weak spots within an application, tools that require the source code itself, like source code analysis tools and
other Static Application Security Testng (SAST) solutions, are used Less frequently than other solutions as they require both the source
code and addiucnal skills

Even it the source code 15 obtamed., a sood
somree code analysis solation that covers multiple
programming languages and [rameworks would not
be something a hacker could easily put their hands
on. Considering the ahove, it 1 guite safe to say that
soutce  oode  analysis and  access to the [ull
application code 15 a sigmticant edge organizations
have owver hackers. It may be the only edge.

D Keerthana, Il / CSE

r'y The art and science of breaking the cipher text is known as cryptanalysis. o
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War Dialing

War dialing is a technique to automatically scan a list of telephone
numbers, usually dialing cvery number in a local arca code to scarch for
modems, computers, bulletin board systems (computer servers) and fax War Dialing
machines, Hackers use the resulting lists for various purposes: hobbyists for
cxploration, and crackers — malicious hackers who specialize in breaching

computer security — for guessing user accounts. : W
T

War Dialing In Hacker's Point OF View

Asmgle war diglimg call would mvoelve calling an unknown number, and waiing [or one o7 (wo TS, STNCE dNSWering
computers usually pick up on the first nng. It the phone nngs twice. the modem hangs up and tnes the next number. If a modem
or fax maching answers, the war dialer program makes a note of the number, I a human or answering machine angwers, the war
dialer programn hanes up. Depending on the me of day, war dialimg 10000 numbers moa yiven area code imghl anmoy dogens
or hundreds of people. some who attempt and fail to answer a phone n two nngs, and some whe succeed, only to hear the war
dialing modem's carrier tong and hang up. The repeated incoming calls are especially annoying to busingsses that have many
conseculively numbered lines i the exchange, such as used with a Cenrex eleplume system.

Some newer war dialing software, such as War VOX| does not reguire a modem to conduct war dialing. Rather. such
pragrams can use VOIP - Vaice Over IP connections, which can speed up the mamber of calls that a war dialer can make,

How do hackers get benefited?

Hackers and crackers make use of several methods in order 1o satisfy their motives
and one¢ of the known procedures wsed by these experts is war dialing. 1 lackers make
use ol the resulting st of the war dialing [or a wide range ol reasons. On the other hand.
hobbyists use the list that they have made simply to gratify their curiosity and also 1o
complete their investigation, However, the crackers apply war dialing in therr ¢vil
schemes like cuessing of passwords.

A.Kishore Kumar, 1V / CSE

Cloud Bleed

wWhat is cloudbleed ?

Cloudbleed is the name of @ major seeurity breach from the
intcrnel company Cloudllare that leaked user passwords,

and other potentially sensitive infonmation to thousands of
webhgites over six months, In etfects, Clondbleed is similar ’
to the 2014 Ieart bleed bug in allowing unauthorized third .

parties to access data m the memory of programs running ‘ ‘ ‘

on web servers, inchiding data shiclded by TLS. The extent ‘ ‘ ‘

ol Cloudbleed alzo could have impacied as many users as
Heartbleed sinee 1t attected a secunty and content delivery #CI ou d bIEEd
service vsed by close to 2 million websites.

(s cloudbleed still actively dangerous?

No. Think of Cloudbleed like a person surviving a heart attack, It's scarv and it will reguire chanzes to prevent it from
I 2 h 1 g I

happening again, B3ut the worst of it is ever. The Clondflare stopped the bug within 441 mimates of finding cut about it and fixed
the problem compleltely within 7 hours. 5S¢ tiers will be tipples ol consequential [alloul as companies learn aboul the bug and
whether their customers' information was involved.

S Vijayakumar, 111 / CSE

FIF
& Cryptography is the art and science of making a cryptosystem that is capable of providing information security. % .:1_:3
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wWhat should i do? o

The first thing to do is change the passwords for any of your accounts that nse
Cloudflare, Mithit, OKCupid and Medium are a few, And, if any of those websites or
services oller lwo-glep verilicalion. use 1. It ensures thal even il someone were 0 el A
hold of vour password, they would not be able to aceess your account. As wormied abour
Cloudbleed as some people might be, companies will be pretty worried oo and hearing
[rean their customers can oo a long way loward improving things lor evervone.

U1101PASSWORD10011C
0101000100100010101¢

A Surhish Kumar, IIT 7 CSE

L. Afn) is the logical, not physical, component of a TCP  connection.
a. I8N
k. Socket

c :Tu CRACK THE CODE
OPEN THE LOCK

2. Each Clags C IP addrass supports up Lo host compulers. E SR Fem
4. 254 [S1[3 ][0 noting s comecs
k. 3512 mimmumaucmrﬂ:t

o f-J.:J, 000 @ E:] 1 number carrect, wrang place
¢. L6 million E i [B] [ ] ¥ rumer swrues, wrong phace

3. How 15 ethical hacking ditterent from simple hacking?
a. Ethical hackers never launch exploits.
b, Lthical hackers have written permission,
¢. Ethical backers act with malice.
d. Etlucal hackers have permission.

Can You Crack The Code?

8 |2 |Dne numoer |5 carvect and well placed

4 W0ne number is cerrect buk wroag placed

&
6|1
wﬂ numbers ars correct but weong placed
3
7

4. Which type of hacker performs both ethical and unethical  activities?
a, White hat
b, Gray lat 7
¢. Blaclk hal CODE g
d. Suicide hacker

& |Nothing 5 correct

1] lﬁne number ts correct but wrong placed

5, Which type of testing occwrs when you have no knowledec of the network?
a. Black box
b. While box
¢ Crray box
d. Blind testing
R.Privania, If 7 CNE

E _ Richard Mauthew Stalhman wiote GNU General Public License 4% In 2014, Yahoo! suffcred the largest Cvber Artack.

System Hardening

Most computers offer network secunty features to limit outside access
1o the svstem, Software such as antivirus programs and spyware blockers
provent malicious sollware [rom running on the machine. Yet, even with
these secunty measures tn place. computers are often stll vulnerable to
outside access, System hardening, also called Operating Svstem hardening,
helps minimize these sccurity vulnerabilitics.

How such vulnarabilities occurs?

1. Clicking Questionable Links
Clicking on a questionable link can add malware @ vour svstem that could give away aceess to your personal information,
including hank account2 and credit card numbers. To stav safe, alwavs stick 1o reputable sites before vou click through, Generally the

most secure hinks will appear at the top of any Google search, but 1t you're ever in doubt don't chek the hink.

2. Using Unknown Flash Drives

Backing-up your files and your svstem is important, but always be careful when inserting someone else's flash or USB drive
into your computer, External drives can be filled with malware, and all it takes is for one well-placed "left behind” drive to infect an
entire nelwork.

3. Downloading Unsolicited Antivirus Software

Fvervone has stumbled upon a pop-up warning that “vour PC will be at risk vnless yvou download free antivims software
immediately™. Hackers are experts at gouing vou 1o download [iles belore yvou know what's happening, and onc ol their [avorite ricks
15 to pretend thewr mfectious code 15 actually a virus-scanning program to help vou defend agaimst online threats. However, clicking on

this malware could actally block vour computer from using leeitimate antivirug solutions

4. Using the Same Password Without the Two -Factor Authentication

When vou make all ol vour passwords [or e-commerce, bankmg
and government wehsites the same, yvou're really making a hacker's
dav, This so-called "daisy chaining” allows all of your accounts to be
compromisad by breaking mito just one. Make sure vou have muliple
passwords  for  vour  vanous  accounts,  and oty out
new variations every six months or so,

J.Karthik Raje I / CSE

Software Testing

Sottware testing is an investigation conducted to provide stakcholders
with information about the quality of the sollware product or service under
test. Sottware testing can also provide an objective, independent view of the
software to allow the business to appreciate and understand the risks of
sollware implementation. Test techniques melude the process of cxeculing a
program or application with the imtent of finding software bugs{errors or
ather defects), and veritiving that the software preduct is it for use

SOFTWARE TESTING
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boS Ranivased, 17 CSE

Hacker culture can be traced to 1959 % Hacker's Memorandum was published on leap day 1972, nge
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